Appendix F
Questionnaire Expectations

Impediments

A total of seventeen (17) technical experts have been appointed to the Infrastructure and Network work group by their respective agencies. The hands-on experience of these individuals will be crucial to the successful completion of the Article V Technology Board tasks and responsibilities. The first task of this questionnaire is to identify current and known impediments to exchanging information with other participating entities. 

The first questionnaire task:
1. Identify current or known impediments (based on your individual knowledge of existing problems) to electronically sharing information related to Article V expectations in regards to:
a.  Hardware
b. Software
c. Networks
d. Data (related to quality, timeliness, and completeness)
The survey will be a much more in-depth tool used to discover specific infrastructure and network assets that will be used to establish a baseline for comparing the “alternative integration models” as required by the statute. This survey will be administered after January 15, 2005. 

Enclosed Responses from:

· Florida Prosecuting Attorneys Association, 5th  Judicial Circuit Representative

· Florida Prosecuting Attorneys Association, 8th  Judicial Circuit Representative

· Florida Prosecuting Attorneys Association, 9th  Judicial Circuit Representative

· Florida Prosecuting Attorneys Association, 13th  Judicial Circuit Representative

· Florida Prosecuting Attorneys Association, 17th  Judicial Circuit Representative

· Florida Department of Corrections
· Florida Association of Court Clerks & Comptroller

· Florida Public Defender Association

· Office of State Court Administrator 

· Department of Highway Safety & Motor Vehicles

· Florida Department of Law Enforcement

Florida Prosecuting Attorneys Association
The State Attorney representative from the 5th Judicial Circuit had the following comments: 

1) a.
Hardware

None known. We have current desktop configurations which should handle needs for the next year.

1) b.
Software

We use industry standard Oracle-based database, and custom in-house developed applications for case management and business functions. Our circuit’s five Clerks have different databases and platforms, so we use different methods to access each of them for inquiry purposes only. Our five Sheriff’s offices also have different internal systems.

1) c.
Networks

We share servers, network infrastructure, and wide area networks with the Public Defender. We share the costs of upgrading this equipment, and at the physical layer can be considered a single network. We have electronic access to all five Clerks’ systems for inquiry. We share a connection to the OSCA network, which gives Court Administration, Public Defender and State Attorney access to the internet. We have CJNET and FCIC network access.

1) d.
Data (related to quality, timeliness, and completeness)

Our internal data requirements are different than those of the Clerks or FDLE/Law enforcement agencies. Our DBMS is case-centric, as opposed to offender-based or person-centric. Obtaining information from outside agencies in a timely manner, via electronic means, would greatly reduce possibility of low-quality data entering the systems.

Florida Prosecuting Attorneys Association
The State Attorney representative from the 8th Judicial Circuit had the following comments: 

1) a.
Hardware


None Reported

1) b.
Software

Industry Standard databases that allow for easy exchange of information using standardized methods.

1) c.
Networks

None Reported
1) d. 
Data (related to quality, timeliness, and completeness) 

Unique identification of defendants, victims, and witnesses

Charges – Through requirements to present the elements of the crime, the State Attorney’s Office has different requirements for the charge table than law enforcement and clerk of court.

Florida Prosecuting Attorneys Association
The State Attorney representative from the 9th Judicial Circuit had the following comments: 

1) a.
Evaluation of Firewall issues for data sharing

Encryption Requirements

Hardware downtime in a “Hub & Spoke” data sharing environment

1) b. 
Some applications may have more difficulty integrating using new tools (middleware/XML)

Some applications that may not have source code

Personnel – lack of skills to implement data sharing using XML

May require Vendors to modify applications

1) c.

For Multi-County Circuits:  Is your network common across counties?  

A/V and Video Conferencing will have a big impact on bandwidth.  Should these items be isolated or separated when calculating current and future bandwidth requirements.
Network downtime could cause issues with “Hub & Spoke” data sharing environment

1) d. 

For Multi-County Circuits:  Is your data source common across counties?  

Legal issues to sharing data

Florida Prosecuting Attorneys Association
The State Attorney representative from the 13th Judicial Circuit had the following comments: 

1) a.

Hardware

The 13th Judicial Circuit State Attorneys Office currently shares data electronically with the Clerk of Courts, Hillsborough County Sheriffs Office, Court Administrator and Public Defenders Office. The components used for this process consist of a front-end process server and back-end database server.  Article V expectations to share additional data could decrease performance of these systems and possibly require additional processors to handle new requirements.

1) b.

Software

Possible increase of user connectivity could lead to additional software license purchases as well as local Case Management application changes to fit Article V requirements.

1) c.

Networks

The 13th Judicial Circuit State Attorneys Office data sharing network is comprised of locally connected fiber optic links to each of our CJIS partners (Clerk of the Courts, Hillsborough County Sheriffs Office, Court Administrators Office and Public Defenders Office).  These links vary in speed from 10mb, 100mb and Gigabit.  Additional external connectivity could require additional network hardware and software as well as increased security measures.

1) d.

Data (related to quality, timeliness, and completeness)

The 13th Circuit currently provides electronic data exchange in real-time mode.  Each partner fetches data based on polling intervals.  The quality of this data can vary and could be cleaner by increasing constraints and validations. 

Florida Prosecuting Attorneys Association
The State Attorney representative from the 17th Judicial Circuit had the following comments:  

1) a.
· Hardware
· No limitations
1) b. 
· Software
· No limitations
1) c.
· Networks
· No limitations
1) d. 
· Data (related to quality, timeliness, and completeness)
· Quality - Information obtained from the clerks office and the sheriff’s office is accurate based on the information that is stored in their respected databases. Each agency has their checks and balances for data entry.
· Timeliness – We currently receive on a daily bases all the updated records from both agencies. This process is monitored by our agency on a daily bases. If needed, we contact the appropriate agency to determine why that agency did not send the daily records.
· Completeness – The file received contains the required fields needed to update our database. If fields are missing, we send an exception report for manual review to determine if any further action must take place.

Florida Department of Corrections

Initial Comments

Referring to the original statement in the questionnaire:
We will move ahead with the survey (as it will be modified appropriately), realizing that the base information will be valuable for the coming year with cost benefit and gap analysis models. It is understood that there are organizations with old or outdated equipment; maintenance intensive and un-integrated applications; and networks that are challenged when sharing information electronically. Knowing where and to what degree these issues occur will determine the resources needed to fulfill the mission of the Article V Technology Board. 

Additionally, there does not exist a good synopsis of the Justice data being collected throughout the State. A synopsis should, at a minimum, include a description of the database, who is maintaining that information, and who has ownership of the data.

This is not entirely correct.  There are independent and collaborative projects underway on state and federal levels that contain volumes of metadata, sources, definitions, purposes, and so forth.  Some work in Florida includes, 

· FDLE’s Integrated Criminal History System FALCON has mapped a wide range of data, sources and timeframes;

· The Criminal Justice Data Element Dictionary, lead by FDLE and participated in by all state justice entities mapped a minimal data set;

· The Florida Association of Court Clerks CCIS system includes criminal and civil data.;

· OSCA’s JIS includes criminal and civil data;

· DOJ has focused on Justice XML as a method and a description of the data moved by justice entities; and

· Each Justice entity has data it shares with others and with the public.

It is true, however, that there is no current short list of data, termed synopsis in this statement, that fully yet simply describes justice data.  This realization by the Article 5 Revision 7 data subcommittee has lead to the formation of a concept of developing a data catalogue that threads together the data collected by justice entities participating in this effort in Florida.

1) a.
Hardware

1. Environment:
a. Various servers – running Microsoft NT4.0 and Microsoft Windows 2003
b. Mainframe - 
9672 R76  

2. Issues:
a. Antiquated Desktops
b. Network Bandwidth
c. Antiquated servers

1) b.
Software

1. Environment:

a. Servers - Microsoft SQL, and Microsoft .NET
b. Mainframe – operating system ZOS 1.4, databases IMS and DB2

2) Issues:
a) Desktop and Server software (WIN95,WIN98, NT4.0)
b) Antiquated office automation software
c) Lack of XML portals (Web Services)

1) c. 
Networks

1. Environment:

a. Servers TCP/IP, DECNet, SNA

2) Issues:

a) Antiquated protocols ( SNA,DECNET)
b) Lack of consistent Security and Standards (encryption)

1) d.
Data (related to quality, timeliness, and completeness)

1. Environment:

b. Mainframe – IMS, DB2;  Servers – SQL 7

2) Issues:

a) The Department expects to electronically enter and/or receive high-quality data in a timely fashion.  Systems are designed with this and the quantity and depth of data in mind.  Generally, the expectations of the consumers of data within the Department are satisfied with these attributes of their data.  Edits are implemented to control, as much as practicable, the quality, timeliness and completeness of the data entered or received; however there are limitations on how much data can be edited from manual data entry and even more so from data provided electronically from external entities.  Policies are currently in place to address any data problems and the correction of any identifiable bad data. 

Additional Comments
The primary database for the official repository is IMS, a hierarchical non-relational database.  The complexity of this database has presented some issues in the past such that the Department is transforming data and propagating data to relational tables in DB2 to make it more easily consumable.

Florida Association of Court Clerks & Comptroller
All sections of Item 1 of the questionnaire and Additional Comments

The Clerks have addressed these issues in the past several years by establishing a technical infrastructure (hardware, software, networks) to facilitate the electronic sharing of court information.  This technical infrastructure includes existing local systems, databases and networks. This local infrastructure is connected via the existing CCIS technical infrastructure to provide a common information standard and protocol for statewide data integration relative to data elements maintained by the Clerks. There are no known issues regarding networks and infrastructure which impact the quality, timeliness and completeness of this data.

Florida Public Defender Association
The Public Defender representative from the 6th Judicial Circuit had the following comments:  

All sections of Item 1 of the questionnaire and Additional Comments

The Public Defender doesn’t send any "case/defendant" related information to any other State agency - electronically or by hard copy.  As far as impediments to electronically sharing "other State agency data" – we would suggest that any barriers that currently exist are strictly political and based on "law enforcement agency" related restrictions.   We require internet access to all State and County agency data and would like one “portal” to search all databases to alleviate the necessity of assigning and maintaining individual login ids/passwords with each agency.  Then the resources used for that purpose both by us and those State agencies could be reallocated to more useful purposes to benefit the taxpayers of Florida.
Office of the State Court Administrator
All sections of Item 1 of the questionnaire and Additional Comments

· Most automated systems that support the judiciary utilize multiple indexing systems, thereby requiring multiple user requests of different systems to acquire the appropriate information at the local level. 

· A portion of the information required by judges to perform their critical responsibilities is not maintained by the local clerk’s office, but rather at various state agencies.  
· Based on these findings, it was determined that judges may make as many as 10 requests to different data systems at both the local and state level to acquire the appropriate information in support of their responsibilities. 
· There is a need to provide uniform security model for access to disparate information resources, (i.e. single sign on, digital certificate, date encryption) 

· There is a need for a uniform personal identifier to locate case related information pertaining individuals involve in the court process. 

· Funding needs to be secured to acquire necessary hardware and software technology. 
· Stakeholder involvement for all local and state governmental entities. 

· There is a need to establish a statewide governance model including support from local stakeholders. 

· A common data exchange method and standards to promote uniform sharing of information statewide. 

Department of Highway Safety and Motor Vehicles
1) a.
Hardware

We would suggest that the application be browser based and designed to be as backwards compatible as possible with regards to the browser level.  By doing so, older hardware running older versions of browser and Operating System would be able to utilize the application with no need for hardware upgrades.  An item of specific interest may be the People First initiative, which is to be used by all state employees across all agencies.  Provided this application is build to similar minimum requirements, there is a significantly greater chance of success with little need for additional funds for upgrades.

1) b. 
Software

We would suggest that the application be browser based and designed to be as backwards compatible as possible with regards to the browser level so that there is little need for updating software, either browser or Operating Systems.  An item of specific interest may be the People First initiative, which is to be used by all state employees across all agencies.  Provided this application is build to similar minimum requirements, there is a significantly greater chance of success with little need for additional funds for upgrades.

1) c. 
Networks

We would suggest that the application designed to retrieve data be browser based and use standard protocols and ports.  By doing so, there should be no substantive issues involved in accessing this application via most existing networks.  An item of specific interest may be the People First initiative, which is to be used by all state employees across all agencies.  Provided this application is built to similar minimum requirements, there is a significantly greater chance of success with little need for additional funds for upgrades or network changes.

1) d.
Data (related to quality, timeliness, and completeness)

As providers, not consumers, of data, HSMV provides essentially real time data to the Criminal Justice community.  As such, the information is as accurate, timely, and complete as possible. 

Florida Department of Law Enforcement
All sections of Item 1 of the questionnaire and Additional Comments

JUVENILE DISPOSITION REPORTING

Section 943.051, F.S. authorized FDLE to create and maintain juvenile criminal history records for felony arrests and a list of thirteen specified misdemeanors, effective October 1, 1994. Section 943.052, F.S. requires disposition reporting for adult arrests to be completed by the Florida Clerks of Court, however, when the juvenile criminal history file was authorized it did not mandate the responsibility of submitting disposition for juvenile arrests.

As of November 4, 2004, FDLE has 1,032,664 juvenile arrests in the FDLE Computerized Criminal History (CCH) system and only 125,273 or 12.1% dispositions on file.  The lack of dispositions for juvenile arrests impacts the statewide rate of dispositions. It also means that FDLE is disseminating criminal history records on juvenile offenders without final disposition data.  When this occurs criminal justice and non-criminal justice agencies are required to make phone calls to the Clerks of Court to obtain the necessary information.

Recommendation: It is recommended that the reporting of juvenile dispositions in Section 943.052, F.S. be made mandatory as opposed to optional. The mandatory reporting of juvenile disposition would improve the rate of dispositions and would allow FDLE to generate a more complete and accurate criminal history record. This issue is part of FDLE’s 2005 legislative proposal. 

PROMOTE THE CREATION AND USE OF ONE FLORIDA STATUTE TABLE. 

Currently, many jurisdictions use different statute tables  for recording the arrest, prosecution, and sentencing of subjects.  This is an issue to FDLE because we currently do not always receive what we recognize as a valid statute when the Clerks submit a final disposition.  Many state attorneys use their own tables that may be inconsistent with Florida Statutes.  The current OBTS software uses the FDLE statute table and will reject any statutes identified as invalid when submitted by the Clerks.  This puts in the Clerks in the middle.  The Clerks do not want to change their paper documents or the statute that is used by the State Attorneys but cannot submit a valid statute to FDLE.  As a result, we allow the submission of the AON (arrest offense numeric value, FBI national standard), to enter the disposition in a criminal history record.  It is preferable for FDLE to enter a valid statute consistent with the violation arrested and processed through the court. 

Recommendation: It is recommended that the Florida Prosecuting Attorneys Association and the FDLE work together to agree on the use of one Statute Table.  The goal of these discussions will be to create one table that can be used by State Attorneys to process records of subjects arrested and allow FDLE to receive a valid statute from the Clerks of Court when a subject is processed through the court system.

THE INTEGRATED CRIMINAL HISTORY SYSTEM (FALCON)

FALCON is Florida’s Integrated Criminal History System (ICHS) initiative undertaken by the Florida Department of Law Enforcement (FDLE) to improve the delivery of services mandated by Florida Statutes, and replace the current Computerized Criminal History System (CCH) and Automated Fingerprint Identification System (AFIS). 

The ICHS is being designed to perform many tasks not currently available. For example, notices to appear, direct files and criminal summons routinely occur at the local level, and because the subjects were not fingerprinted, FDLE does not have a record of the arrest.  

The following information is provided regarding FDLE’s effort to design and implement a more complete system that will routinely allow the sharing of information not currently available.

It is very important to note that there will be costs associated with the implementation of ICHS at the local level.  FDLE has conducted a County Assessment and Planning (CAP) effort which is explained further in this document.  The full compiled plan is provided in a separate document. 

BACKGROUND:  Under the authority of Chapter 943, Florida Statutes, FDLE serves as the State’s central repository for criminal record information. Florida has the third largest computerized criminal history (CCH) file in the nation, containing criminal history records on almost 5 million offenders representing over 16 million arrests. Each criminal intake facility in Florida submits fingerprint and arrest information to FDLE, which also serves as the point of contact for the FBI. FDLE maintains and provides access to such information to criminal justice agencies in Florida and across the country as needed to identify and apprehend criminals. In addition, such information is used to identify persons with criminal warrants, arrests, and convictions for background checks, and provide statistical and analytical information about crime to government policy-makers and the public. Timely access to this information is key, and FDLE has developed various methods to provide current information to the department’s criminal justice and non-criminal justice customers and the public. 

The current CCH information system was initially designed in the early 1970’s. Over the years, it has been modified significantly. However, the underlying technology (operating system, database management system, and much of the application code) has remained essentially unchanged. The current computing platform is proprietary and no longer provides FDLE with a strategic growth path. Current technology will not effectively support the functions demanded by criminal history record users in the future. In addition, the design of the present CCH System and its business processes make it difficult to ensure that FDLE is meeting the very highest standards. The information below summarizes some of the anticipated benefits of a new ICHS system to support FDLE’s goals and mission:

· Improve the rate of court dispositions, on-line and without paper submission from Florida’s Clerks of Court. This will be accomplished in part through the use of livescan technology in courts as well as through improved matching algorithms. Court dispositions are critical for effective decision-making by both criminal justice and non-criminal justice users of criminal history records. 

· Reduce processing time for the creation of and updating of criminal records. 

· Increase accuracy of records through automation and single entry at the data source, when possible. 

· Improve the presentation and readability of criminal “rap sheets”, including implementation of national standards for the display of criminal history information. 

· Include images such as mug shots, scars, tattoos and other items for enhanced identification and criminal investigation requirements. 

· Support high volume on-line transaction processing to meet the growing needs of the criminal justice community. In the past fiscal year, this state added 162 agencies and 7,385 devices to its Florida Crime Information Center (FCIC) network. Many of these are high volume CCH customers. 

· Improve integration between criminal history information, fingerprint images and photographic images. 

· Allow the submission of on-line commitment information from the Department of Corrections, including fingerprint images to support positive identification of incarcerated offenders.

· Create the ability to enter and store the new Uniform Case Number as mandated by the Florida Supreme Court, effective January 1, 2003.

· Meet end user demands for new applications. 

· Provide end user agencies with improved information management tools and the ability to correct the data they submit. 

· Establish an open and flexible system architecture that provides for an easy exchange of information between diverse computer systems and a growth path to accommodate changing requirements and increasing demands. 

· Improve FDLE's software development and maintenance environment and provide a back-up system for effective recovery of services in the event of a disaster. 

· Enhance the ability for investigators to use criminal history records as an investigative tool through non-traditional searching capabilities. 

INTRODUCTION OF FALCON:

The FALCON project began with a state-wide requirements analysis effort that FDLE sponsored in 2001. During this phase of the project, representatives from criminal justice agencies, non-criminal justice government agencies, and the public were allowed to express their service requirements for an accurate, effective, and responsive criminal history source of information. From that effort, over 3,000 needs were identified and the FALCON scope was bounded. Many of those needs could only be satisfied by the capture and sharing of information that was not part of the existing databases being supported by FDLE. With that realization, FDLE clearly understood that while FALCON could be constructed to provide a very sophisticated processing infrastructure, a critical success factor for the project is the ability of contributing agencies to capture and report the new and existing data elements. FALCON is being built to deliver the products as the requirements analysis phase reflected, but the processing system itself cannot generate the information that is the basis for reporting. 

Purpose of CAP:

The County Assessment and Planning process identified the specific actions that local criminal justice entities, and to some extent, the contributing state agencies, might pursue to enable FALCON to perform effectively. The accurate storage, handling, and disseminating of criminal history records is a crucial component for the effective operation of both criminal justice agencies as well as many non-criminal justice entities. Many of the features and capabilities FALCON provides can be utilized without the need for specialized equipment or changes in the way the information is received currently. Regardless of how sophisticated the FALCON processes may be, the beginning of information sharing begins with the capture at the source. Transition planning is extremely important for maintaining current capabilities as well as introducing the new features that the FALCON architecture offers. 

A major factor that is discussed in one section of the report relates to the announced phase out of the predominant equipment in use by many criminal booking agencies today. Regardless of the FALCON effort, agencies that currently use this equipment should be planning and budgeting for replacements prior to December 2006. As pointed out in this report, the FALCON architecture expands the options that agencies can consider for replacing this equipment.

It is extremely important to note that there is no State funding allocation for the local implementation of FALCON; therefore, grants and local funding are the primary options to achieve the end goals. This report should be used as a roadmap to achieve full implementation of FALCON capabilities, as those capabilities will not be realized until all local requirements are satisfied. As such, it may be referenced as a budgetary support document and/or as a measure of scope for potential contracting vehicles that can support FALCON objectives.

Recommendation:  The continuation of funding for the ICHS system is critical to FDLE at the state level. Additionally, funding either at the local or state level needs to be identified to assist local agencies in transitioning to the new system and to have capabilities to implement full functionality for ICHS. Full implementation of ICHS at the local level will ensure that FDLE receives and has available critical information to share with criminal justice and non-criminal justice agencies. 

IMPROVE THE SHARING OF DEPARTMENT OF CORRECTIONS (DC) TERMS AND CONDITIONS OF SUPERVISION OF PROBATIONERS

The State of Florida has experienced several instances where the timely sharing of status information related to subjects on probation did not occur.  The timely sharing of this information may have prevented the loss of life. Information in the DC database, including probation information at the county level, needs to be readily available to law enforcement and criminal justice agencies for immediate use and decision-making. 

Recommendation:  It is recommended that the DC and criminal justice agencies work together to determine the best method to create, maintain and disseminate information related to the status of probationers and the sanctions provided. In addition, DC probation offices should be encouraged to take advantage of new FALCON features that will allow them to be notified if a probationer is rearrested.

IMPROVE THE ELECTRONIC PROCESSING OF WARRANTS

On a daily basis, warrants are issued by the judiciary and ideally be entered into the FDLE Florida Crime Information Center (FCIC) system for access by interested parties.  This information is entered by clerks and sheriffs into local systems and again entered by sheriffs in the state system, resulting in significant data entry of the same information.  Because of the workload involved, many times agencies prioritize the entry of warrants, which means that some warrant information is not readily available to judges, law enforcement and criminal justice agencies.

Recommendation:  It is recommended that criminal justice agencies work together to develop a one-time entry of warrant information that can be shared automatically with sheriffs and entered in the FCIC/NCIC system for access by all criminal justice agencies. 

MISSING DISPOSITION DATA

FDLE currently has 4,777,932 criminal history records in the state’s Computerized Criminal History (CCH) system. These records include 16,173,449 arrests and 10,908,860 dispositions on file as of November 4, 2004.

Much attention has been devoted to improving the rate of felony dispositions in the CCH. The rate of felony disposition reporting is now at 67.7% and has been steadily rising in recent years as a result of FDLE and the Florida Clerks of Court working together. It should also be pointed out that the Clerks of Court submit disposition data to FDLE when it is available. However, despite significant progress made in the percentage, timeliness and accuracy of the data, the rate of disposition is still not where it needs to be. 

Recommendation: FDLE, Florida Clerks of Court and the  Florida Association of Court Clerks should continue to work together to continue to improve the rate of dispositions in the state criminal history file. Efforts should continue to improve the timeliness and accuracy of information entered.
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